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Extreme���������������������
By�A. �M.�Rutkowski1�

1� The�unfolding�scene�
In Washington and numerous other venues around the world, Congressional and international 
committees, government officials, political pundits, analysts, lobbyists, and reporters are engaged in 
opining on a two-week December 2012 event in Dubai affectionately known as “WCIT” (pronounced 
wick-it).  Formally known as the World Conference on International Telecommunications, it is being 
convened to rewrite an international treaty known as the International Telecommunication 
Regulations (ITR) - last crafted in 1988, but with a history tracing back to 1850.  The sponsoring 
intergovernmental organization is the independent Geneva-based International Telecommunication 
Union (ITU) which also dates back to 1850. 

The preponderance of statements and material on the subject reflects the typically diverse perspectives 
and rhetoric of the organizations and people involved, as well as the lack of familiarity with the 
subject matter and history.  Thus, one sees the current ITU Secretary-General extoll the virtues of the 
ITR provisions as “the framework that enabled the spectacular growth of telecommunications”; while 
legislative testimony describes ongoing activities as “a battle for Internet freedom at the U.N.”  As 
someone who taught this subject at law school, headed the last WCIT conference secretariat for the 
Secretary-General in 1988, and helped write and formally interpreted the ITR provisions, it seems 
appropriate to provide a perspective on what is now occurring. 

The “success” of the ITR adopted twenty-five years ago is owed as much to pressure by the World 
Trade Organization (formerly the GATT – General Agreement on Tariffs and Trade) on the legacy 
telecom cartel in the ITU to stop impeding the open provisioning of mobile and Internet services, as 
the ITR provisions themselves.  The GATT-related activities in 1987-88 were extensive – frequently 
occurring in Geneva about the same time as the WCIT-88 preparatory activities.  In any case, the 
result of the combined efforts was the emergence of huge mobile and Internet industries and 
organizations in the 1990s – completely independent of the ITU.  

What the rhetoric on both sides lacks is a studied analysis and due concern for what are rather extreme 
agendas today across not only the WCIT preparations, but multiple ITU venues to dramatically 
expand the jurisdiction and role of its bodies to meeting perceived needs of certain countries in ways 
that are both harmful to global communications and to the ITU as an institution.  The concern over 
these extreme agendas goes way beyond “Internet freedom.”  In a world of cloud data centers and 
millions of smartphone apps and services for global enterprises and nomadic mobile users – all 
driving a global economy - there is a lot more at risk here than just the Internet. 

                                                      

1  Tony Rutkowski is a lawyer-engineer who is active in diverse international bodies leading and 
contributing to significant security initiatives.  He has held many senior positions in industry, government, and 
academia over the past 40 years, including serving as counselor to two ITU Secretary-Generals, heading the 
“WCIT-88” conference secretariat, and helping prepare the resulting ITR instrument.  See www.ngi.org; mailto 
trutkowski@netmagic.com.  These remarks are solely his personal views and should not be associated with any 
entity with which he is involved. 
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The ITU itself is a rather venerable old intergovernmental organization that is still useful in some 
specialized areas – especially radiocommunication.  However, the ensuing agendas for extreme 
changes in the ITU now being undertaken by some of its officials and nation State Members are not 
helpful either to the ITU’s viability nor global telecommunications evolution and growth.  These 
agendas and how they may play out over the coming months are described below. 

2� The�Top�Seven�extreme�agendas�
There are currently a number of interrelated initiatives unfolding across multiple ITU bodies that 
constitute the “Top Seven” extreme agendas that are described here.  Some of the initiatives are also 
entwined with similar cyberwar/cybersecurity agendas in various other intergovernmental venues over 
the past decade.  The WCIT-12 preparations in the ITU are currently the most visible means for 
advancing the agendas.  The agendas are all designed by their advocates to fundamentally change the 
purpose and character of the organization. 

2.1� Vastly�expanding�ITU�jurisdiction�
For its entire 162-year history, the ITU’s jurisdiction as an intergovernmental organization 
has been confined to “telecommunications” – roughly defined as network transport paths, plus 
legacy public telegraph and telephone services, plus radiocommunication and broadcasting.  
Its members were largely government ministries that in most countries provided those 
services. 

Today, however, everything in the huge mobile communications, computing, Web, and 
Internet worlds pretty much exists and uses organizations independent from the ITU.  During 
its long history, the ITU’s value proposition was principally in facilitating technical 
interoperability of networks and services within its legacy telecommunications expertise, and 
avoiding intractable controversial matters like content control, criminal activity, enforcement 
and compliance of its provisions, and arbitrating “cyberwar” style hostilities between 
countries. 

Over the past several years, the organization -- through its elected officials and some of its 
nation State Members -- has been seeking to broadly expand the ITU’s jurisdiction and role.  
These initiatives have found their way into multiple institutional materials that attempt to 
portray the ITU as central to just about anything and everything related to global 
communications, including the security of mobile network and services, Internet governance, 
Information Society, cybersecurity, private networks, industrial control systems, cloud 
computing, Internet of Things, Smart Grids, cybercrime – the list is almost boundless.  All of 
this has occurred despite the existence of this technical work occurring almost entirely 
through organizations other than the ITU. 

2.1.1� The�“processing”�and�ICT�proposals�
Notwithstanding today’s organizational realities, proposals now exist to amend the ITR 
definition of telecommunications to include “processing,” as well as to morph the word 
“telecommunications” itself into a new hybrid term denominated “telecommunications/ICT.”  
These are fundamental changes that have permanent, widespread implications.  ICT stands for 
“Information and Communications Technologies.”  It is an artificially devised term that 
emerged in UK academic circles in the late 90s without any real technical definition, but 
convenient in ITU venues to facilitate a boundless expansion of jurisdiction.  The ICT devise 
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also avoids expressly saying words like “Internet” or “Web.”  It allows plausible deniability 
and saying the initiatives have nothing directly to do with “the Internet.” 

Those advancing these notions seem to believe that the ITU can legislate itself into becoming 
the dominant global organization in the computing and IT sectors.  The reality is that the ITU 
as an organization has little in the way of “processing” or IT activities or constituents.  Most 
of those computer industries and technical experts use scores of other global organizations for 
their work rather than the ITU.  

These initiatives to expand the ITU’s jurisdiction into arenas in which it has no native 
constituents or expertise, have produced several highly undesirable results.  The organization 
has become a magnet for all kinds of regulatory and prescriptive proposals by players who 
have some political-economic axe to grind about the IT, Cloud, or Internet industries, 
including an intent to restrict the flow of information.  These initiatives have encouraged a 
transformation of much of the technical specifications work into the pursuit of broad, 
prescriptive “requirements” documents, as well as the publication of mediocre academic 
papers.  Increasing numbers of ITU forums now engage in intractable ICT political debates 
and waste of resources within the organization on matters where no useful outcome is 
possible, and a diminution of the technical value still existing in the organization. 

Over the past several years, scores of contributions have continued to grow in ITU bodies 
every year proposing related new work outside the competency of the organization or an 
ability to do anything meaningful.  It is a “lose-lose” proposition for everyone. 

2.1.2� The�industrial�control�systems�proposals�
Another recent WCIT excursion into a new jurisdiction (often called “scope creep”) has 
gotten underway through a cooperative effort among Russia, Iran, and the ITU Secretary-
General to push the ITU into the industrial control systems domain that has nothing to do with 
public telecommunication networks.  It is an example of the interrelated nature of ensuing 
agendas.  A new work item from Russia was introduced into the ITU-T’s Security Study 
Group chaired by Russia into a working group co-chaired by Russia, called “ICT security 
architecture within critical objects.”  Another recent new work item has the ITU developing 
security specifications for large video information display devices. 

At the same time, the ITU Secretary-General has provided an 8-page advisory legal document 
into the WCIT-12 preparatory process describing how various ITU treaty provisions can be 
employed to expand its jurisdiction to “implicitly cover the concept” of these proposed new 
work items.  An explicit placeholder has been inserted for a broad new provision on the 
subject in the draft ITR material on anything designated “critical infrastructure.” 

These agenda initiatives are directed at expanding the ITU’s jurisdiction far beyond public 
telecommunication networks and services – embracing every electronic component in the 
world, irrespective of its nexus to either public networks or telecommunications.  Indeed, the 
motivating example for the proposal is a recent cybersecurity issue with Iran’s industrial 
centrifuge controllers.  Such a jurisdictional expansion serves no meaningful technical 
purpose, creates intractable political controversy, and exacerbates the diminishing resources 
of the ITU.   
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2.1.3� The�juridical�role�proposals�
The proposals to the WCIT-12 contain a veritable cornucopia of new jurisdictional 
expansions into cybercrime, cyberwar, fraud, legislation, dispute resolution, compliance, 
Internet-address adjudication, and lawful interception.  They are a “grab-bag” of institutional 
mischief. 

The ITU has almost never been engaged in dealing with these subjects, has no forums to deal 
with them, nor in any way possesses the required technical expertise.  All the activity, actors, 
and experts use other organizations and cooperative mechanisms.  Every attempt to deal with 
these subjects over the past 162 years – even in the context of very simple legacy 
telecommunications services - has been spectacularly unsuccessful and traumatic for the ITU.  
The sovereign State membership of the ITU (and certainly the private-sector participants) find 
value in the organization’s various specialized technical activities to foster interoperability, 
not in its being an interminable debating society or facsimile of an International Court of 
Justice. 

Here also, what is seen in the WCIT-12 juridical proposals represent only the tip of the 
iceberg.  Over the past several years, related initiatives have been introduced into all of the 
ITU’s other forums by the same actors, and the proposed ITR text is simply a means to justify 
and expand on that activity that thus far has been minimized.  The proposed ITR juridical text 
would encourage all kinds of mischief to vaguely support envisioned new juridical roles. 

In a world of increasing economic austerity, industry mergers and acquisitions, and 
diminishing participatory funds for organizations, a significant expansion of ITU activity into 
matters in which it has no competence or likely value proposition and which duplicates the 
work of other bodies, will only harm the ITU’s viability.  

2.1.4� The�common�heritage�of�humankind�proposal�
Very recently, a new agenda not seen in the ITU since the 1970s has arisen.  It involves 
conceptualizing some natural resource as the “common heritage of humankind” for the 
purposes of exercising jurisdiction over it by a global intergovernmental organization.  It was 
originally applied to the open oceans, Antarctica, and then outer space to provide jurisdiction 
for the purpose of creating treaty instruments.  In the 1970s, it was used in the ITU to provide 
jurisdiction to engage in detailed planning and regulation of the use of the geostationary orbit 
for satellite radiocommunication systems.  UNESCO and the USSR at the time even 
attempted to apply the concept to rapidly expanding packet-switched data network services at 
the time to propose something called the “New World Information Order.” 

It was a matter of time before the notion would be resurrected for “the global Internet.”  The 
preparations for the ITU Council July 2012 meeting have induced a significant number of 
WCIT-12 related proposals.  The Council is the highest level continuing interim body of 
member States in the ITU between its Plenipotentiary Conferences every four years.  A far 
reaching proposal was introduced that uses the common heritage rubric for new jurisdictional 
purposes: 

x The global community would benefit most if the global Internet is regarded as a 
heritage of humankind, instead of a commodity for competition. 

x It is most important that the present Cybersecurity governance should take serious 
steps in accommodating a new environment of managing the global Internet. 
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x There is an urgent need to engage all ITU Member Countries in taking part in 
formulating a global legal platform for a future cybersecurity convention. 

What this proposal ignores, of course, is that “the Internet” is simply an abstraction for 
enabling private computer network resources and information to be shared.  So the concept 
here represents a kind of “eminent domain” by which an intergovernmental organization 
would assume rights over private property within the domains of sovereign nations.  It is a 
concept that seems unlikely to go very far.  

2.2� Expanding�“international�telecommunication�services”�
For the past 162 years, the term “international telecommunication services” within the remit 
of the ITU ITRs have included “international public correspondence” services such as 
telegraph, telephone, and leased-line services.  The predecessor instruments to the 1988 ITR 
were separate Telegraph Regulations and Telephone Regulations dealing respectively with 
telegraph and telephone service provisioning. 

It was only at the 1988 conference that the provisions were unified, and a broader term 
became necessary that included leased lines to support any kinds of other services.  This 
approach maintained a kind of consistency across ITU instruments and a success formula 
where the ITU stuck to its “knitting” – basic telecommunication services.  

The 1988 ITR was successful because it essentially applied to nothing other than basic 
services provisions.  Since that time, all significant new services including telephony itself, 
have been introduced “Over the Top” of those underlying transport services.  This has not set 
well with the extreme agenda advocates who would have the ITU exercising dominion over 
all telecommunications and IT. 

Over the past several years the narrowly defined 1988 ITR term “international 
telecommunication services” has become a kind of Trojan Horse for the purposes of vastly 
expanding a new and far reaching ITR to every conceivable service.  One proposal expands 
the definition to any form of “traffic termination (especially Internet),” and “any other 
services integral to traffic termination.”  In a very recent ITU submission, the intent is made 
clear by expressly extended in a derisive fashion to “Over the Top” (OTT) services, “… with 
the ultimate aim of establishing requirements for OTT services rendered by content providers 
over the networks of infrastructure operators, and of formulating integrated, consistent 
requirements for the classification of transferred information (content).” 

In the current draft compilation of ITR proposals, the phrase is used 101 times.  There is an 
entire Article devoted to international telecommunication services.  There is even a Russian-
Korea-Iran proposal for a bulleted listing of such services that “includes, but is not limited to” 
almost every possible generic variant of telecommunication services.  
x services for carrying traffic (including services for carrying Internet traffic and data 

transmission); 
x telecommunication roaming services; 
x services for the provision of telecommunication channels; 
x services in the public international telegraph service; 
x services in the international telex service; 
x telematic telecommunication services; 
x multimedia telecommunication services; 
x convergent telecommunication services; 
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x global telecommunication services.  

In a number of instances, over the past several years, contributions into ITU technical forums 
by the same advocating parties have begun to appear - to “study” these terms.  These are all 
jurisdiction-expanding agendas similar to those reviewed above, except that the expansion of 
“international telecommunication services” can facilitate a greater array of regulatory 
requirements. 

Indeed, a veritable cornucopia of regulatory requirements and strictures are being potentially 
applied to “international telecommunication services” by a number of ITR proposals.  
Redefining international telecommunication services to include every possible 
telecommunication abstraction is a key part of the extreme agendas portfolio.  

2.3� Expanding�applicability�of�the�ITR�provisions�to�all�service�providers�
Like a vast expansion of “international telecommunication services,” the extreme agendas 
also include expanding applicability of the ITR provisions to all manner of service providers 
– they both profoundly expand ITU jurisdiction beyond its remit or competency. 

For many decades, the Telegraph and the Telephone Regulations contained obligations 
applied to Administrations and to Recognized Private Operating Agencies (RPOA) that 
operated in conjunction with service provisions.  The word “recognized” indicated a status 
provided by national administrations to make them subject to the Regulations.  In the old 
telegraph and telephony service worlds, there were rather few providers and they were 
generally subject to regulation and licensing.  In the 1990s, the RPOA notion was all but 
abandoned by the U.S. and many other countries.  In today’s world of virtual services, the 
concept is archaic and can potentially include millions of entities worldwide offering some 
kind of service across the global telecommunications infrastructure.  

Some WCIT proposals attempt to put this operating agency genie back in the bottle by 
creating a new entity called a “recognized operating agency” or just “operating agency” that 
would be subject to ITR provisions.  The stated purpose is to “require Member States to 
ensure that administrations and operating agencies engaged in international telecommunica-
tions comply with the provisions of the ITRs.”  The current compilation of ITR proposals has 
the term “operating agency” appearing 44 times. 

How this could possibly work in a world of cloud-based virtual service providers is not clear, 
but the expectation of some countries is:   1) the creation of a global authorization mechanism 
for all manner of providers via this ITR requirement, and 2) forced responsibility for 
compliance with any and every requirement and specification brought within the ambit of the 
ITR.  The ITU-T has witnessed a plethora of such prescriptive requirements over the past year 
by the same nation State advocates, including currently many related to cloud computing.  
Very recently these initiatives have been expanded to include a potentially unlimited array of 
cloud services compliance testing provisions. 

Even if all the countries in the world agreed to make all the millions of different varieties of 
ICT service providers of the world subject to the ITRs, it is not clear how they could all be 
made subject to ITU requirements, specifications, and compliance testing, when essentially 
all of those services are created using tools and specifications that have nothing to do with the 
ITU.  
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2.4� Creating�ITU�Secretariat�operational�roles��
Some proposals would expressly provide for continuing cybersecurity operational roles for 
ITU Secretariats through a modified Opinion 1 to the ITR provisions that operates in 
conjunction with a vastly new ITU cybersecurity role outlined in an entire new Article 
devoted to this “Confidence and security of telecommunications/ICTs.”  The current draft 
contains four pages of such provisions. 

For the past several years, the current ITU Secretary-General and some of his staff have been 
attempting to assume operational cybersecurity roles through partnerships and commercial 
relationships with companies and agencies.  These activities have achieved recent notoriety 
when the General Secretariat was caught in the middle of the Flame malware controversy. 

Operational roles for the ITU Secretariats have over many decades been rejected by the 
member States as inappropriate on sensitive security matters where the States themselves 
exercise sovereign rights.  They have never been successful whenever attempted in the ITU.  
It appears now, however, that some countries as part of their extreme agendas see such 
operational roles for both cybersecurity, cybercrime, and cyberwar as meeting their strategic 
interests.  

2.5� Adding�new�global�regulatory�mandates�
The WCIT-12 proposals contain a rather amazing array of new ITU regulatory mandates to be 
somehow imposed on all the world’s network and services providers.  It would establish the 
ITU as the world’s ICT regulator with mandates that far exceed those existing in most 
nations.  These proposals are no surprise in some of the ITU-T study groups which have seen 
related new work items that operate in conjunction with the envisioned new mandates. 

The WCIT-12 proposals would introduce an entire new ITR article providing the rubric of 
“confidence and security in the provision of international telecommunications and services” 
that in turn contains more than four pages of draft mandates – setting forth obligations on 
cybersecurity, cybercrime, cyber attacks, online crime, lawful interception, fraud, SPAM, 
protection of infrastructure and personal data, the “investigation prosecution, calling party 
identification, “correction and repair of security breaches and incidents,” “transparency and 
accountability,” roaming, hubbing, compliance, and even “e-waste.”  

Clearly different countries at the national level have implemented some of these mandates.   
However, the ITU tradition of treating these kinds of requirements as “national matters” 
would be cast aside under many of the WCIT-12 proposals and applied to essentially every 
provider of electronic communications services and device vendor – even within industrial 
control systems, as mandates established by an ITU treaty instrument. 

If the other components of the extreme agendas in the ITU are the means for establishing 
jurisdiction and dominion, the regulatory mandate provisions are “the sharp end of the stick” 
intended to prime the regulatory pipe for an endless array of ITU activities designed to flood 
the ICT world with specific requirements and compliance programs.  Indeed, for the first time 
in the ITRs, compliance is given special emphasis and actually included as special need for 
developing countries. 
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2.6� Implementing�mandates�through�technical�standards�
Historically, ITU-T network and service technical standards have been entirely voluntary and 
given no special force or effect.  It is why they are expressly entitled “Recommendations.”  
This is especially significant today because most ITU-T technical standards today are little 
used.  Indeed, scores of specialized industry technical organizations and bodies have emerged 
and expanded over the past twenty years to undertake the real technical work. 

Notwithstanding this reality, there are multiple WCIT-12 proposals that specifically and 
exclusively incorporate ITU-T standards by reference, e.g., “in implementing the principles of 
these Regulations there shall be compliance with, to the greatest extent practicable, the 
relevant ITU-T Recommendation s… .”  The purpose of this agenda is explicit:  “this 
proposal emphasizes the importance of compliance with Recommendations by the ITU that 
have policy and regulatory implications.”  The phrase in turn links to an established process 
in ITU-T that deems all standards that have such implications must follow what is known as 
the Traditional Approval Process (TAP). 

What is not said is that many of the same advocates of this ITR incorporation by reference 
scheme have begun introducing many such TAP Recommendations over the past several 
years.  Not stopping there, those advocates have also repeatedly referred to ITU-T 
Recommendations as “preeminent” as described below. 

2.7� Declaring�ITU�preeminence�
Over the years, the notion of “ITU preeminence” has had two manifestations.  One instance is 
an assertion that the organization itself is superior in various ways over all others in the field 
of telecommunication/ICT.  The second is that the ITU has a right to incorporate the 
intellectual property of other standards bodies into its own standard that is then promulgated 
as “preeminent” in its global force and effect.  The preeminence concept has significant 
synergy with the other agenda components described above.  The combination helps nail-in-
place the extreme agendas in the ITU. 

The phrase “ITU preeminence” emerged twenty-five years ago, as a public relations 
mechanism to promote institutional reforms at the time.  Nation State members were urged to 
adopt the reforms to “maintain ITU preeminence.”  It caused significant concern at the time – 
resulting in a report by the RAND Corporation.  The phrase persisted in a few ITU documents 
during the 1990s and then largely disappeared.  Invoking the ITU preeminence notion was 
ultimately counterproductive as it was so delusionary that it invoked the famous Hollywood 
film phrase “you’re a legend in your own mind.” 

During the last few years, however, ITU preeminence has re-emerged in two ominous ways 
as a key component of the extreme agenda portfolio.  The term has recently appeared both in 
a recent cooperative agreement between the ITU Secretary-General and several countries, as 
well as at the top of a list of criteria for evaluating the options for the “ITU role in organizing 
the work on technical aspects of telecommunication networks to support the Internet.”  The 
notion also underpins some of the WCIT proposals that intend to make ITU 
Recommendations as something more than just optional advisory specifications.  At the same 
time, a significant number of recent ITU-T technical standards work items from the same 
nations pushing “preeminence,” have been appearing with highly prescriptive normative 
“requirements” covering the entire gamut of ICT networks and services, including cloud 
computing provisions and compliance testing. 
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The second ominous development revolves around the reality that most of the ITU-T 
technical work today borrows and packages specifications from other standards bodies 
because it has little ability anymore to develop its own original standards.  The process is 
simple and easy.  The ITU-T imports the specifications of some other standards body into its 
own Recommendation and then publishes the material either verbatim or by reference 
together with ITU-T embellishments. 

This “incorporation” approach is actually used by many standards bodies today, because there 
are so many diverse venues of experts that borrowing successful specifications avoids 
duplication and divergences.  In this process, however, it is customary for the “borrowing” 
standards body to collaborate with the source standards body on the derivative use of 
intellectual property and get the source body’s approval before making changes.  What is now 
emerging in some ITU-T work is the formalization of a notion of preeminence that effectively 
asserts that the ITU can do as it wishes with other body’s specifications, and that the ITU 
versions are “preeminent.”  

3� Why?�
Inquiring minds would ask why these extreme agendas are moving forward in the ITU.  The answers 
seem to be a complex mix of good intentions for perceived religious or societal benefits combined 
with global political positioning, enhancing national security and sovereignty, power, project funding, 
foreign travel, and institutional or personal aggrandizement.  There is clearly a shared belief by some 
that the ITU is an appropriate venue for dealing with these topics, notwithstanding the long history 
that the ITU’s value proposition over the decades has been a much more narrow technical one 
facilitating operability for certain kinds of technologies. 

Oft heard statements are ones like “a unique opportunity for the world community to bring the 
benefits of the information society to all the world’s citizens.”  This is not really a credible assertion, 
however, as it assumes that this objective is not already occurring rather successfully, and that these 
extreme agendas in the ITU could possibly facilitate that result – which is a dubious proposition at 
best.  The late Steve Jobs has probably done far more to achieve this result than all the world’s 
intergovernmental initiatives put together.  

Another recent assertion is that these agendas are necessary because “there is a risk of a lack of 
investment in the development of the infrastructure.”  Although the facts seem lacking to support the 
assertion, it is not clear how the agendas being attempted in the ITU will actually achieve such a 
result.  There seems to be no lack of current investments in massive data centers, data transport 
facilities, and end user devices worldwide.  Indeed, there are many who would argue that the extreme 
agendas themselves are the threat to potential investments 

Still other motivations are “combating cybercrime … reduce illicit use of ICT, including child 
pornography, drug trafficking and other crimes.”  Here also, the reality is that other organizations 
exist to focus on these matters, and there is little practical impact that any ITU forum could 
accomplish to deal with these matters.  What forums on these subjects that have been attempted in the 
ITU over the past several years have attracted very few participants and produced no substantive 
results.  Institutionalizing extreme agendas in the ITU to deal with these subjects would arguably only 
reduce the limited resources already available for participating in organizations that are already 
engaged in related activities.  
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4� Can�these�extreme�agendas�succeed?��Why�should�anyone�care?�
The reality today is that the ITR treaty instruments are basically an anachronism lingering from the 
world of the electrical telegraph – originally crafted in 1850.  Twenty-five years ago the revised ITR 
served an important function by helping break up an ITU global telecommunications cartel together 
with World Trade Organization (then the GATT) agreements and the global information economy; 
and remains one of the notable achievements of the late ITU Secretary-General Richard Butler who 
architected the provisions.  It served a brief important purpose in a world that existed at that time.  As 
a result, a number of nations today are proposing either terminating the instrument or leaving it 
unchanged. 

Unfortunately, some parties are intent on advancing their own extreme agendas at WCIT-12 by 
inserting enabling “hooks” into the resulting ITR.  The thrust of these efforts was exemplified by a 
recent statement by a Russian spokesman at an ITU meeting who exclaimed that “we must control 
Over the Top providers like Apple and Google to come to the ITU and comply with our 
requirements.”   

Such attempted actions will drive away participants and represent a threat both to the ITU as an 
institution as well as global telecommunication progress.  The latter result could occur if there is a 
new division of nations into advanced telecommunication “haves” who reject the ill-advised agendas, 
and “have nots” that go along with the them.  This is how the actions could play out. 

Although treaty conferences do theoretically proceed on the basis of “one-country, one vote,” the 
reality is more nuanced.  For example, any nation can simply to refuse to sign the resulting instrument 
and reject any obligations.  The U.S. in fact refused to sign the ITRs for 105 years – from 1865 until 
1973.  The U.S. was not alone in refusing to sign.  It was only at “WCIT-73” that the instrument was 
sufficiently changed for the U.S. to sign for the first time.  The U.S. also signed the 1988 provisions. 

A nation can also limit its obligations upon signing by submitting declarations that explain how it will 
interpret and apply the provisions.  The U.S., along with many other nations, also did this at the treaty 
conferences in 1973 and in 1988.  The U.S. declared in 1973 that it would not apply the provisions in 
North America, nor to any services other than public correspondence channels.  For the ITR 
provisions in 1988, the U.S. in six declaration paragraphs severely limited its obligations to anything 
other than public correspondence services outside of North America.  

In a worst case scenario in 2012, some set of nations could muster a majority to force the seven 
extreme agendas into the resulting ITR and ignore the concerns of the world’s leading 
telecommunication nations and industries.  However, the nations agreeing to such an unacceptable 
instrument would distance themselves from the others and suffer the consequences.  Their networks 
and services would not advance as quickly and their participation in the global information economy 
would be impeded.  The ITU itself would suffer as major advanced telecommunication nations, 
providers, and vendors shunned the organization – making the ITU less relevant and isolating the ITR 
signatories.  These results are not idle conjecture.  During the “great OSI protocol wars” of the 1990s, 
similar events occurred even without ITR divisiveness. 

Extreme agendas in the ITU are ultimately losing games for those pursuing them and the institution 
itself. 

_____ 

 


